What is Cryptomator?

Cryptomator is a free application that allows you to easily store encrypted

data in a cloud or a NAS. In the instructions that follow we show you how to

use Cryptomator to encrypt your data.

Useful information on Cryptomator

You need administrator’s rights on your device to install Cryptomator. If
you do not have administrator’s rights, please contact your administrator
or the IT Support team in room 364.

If you want to share a folder you have encrypted with Cryptomator, the
other person must also install Cryptomator in order to open the
encrypted folder.

Even if you choose the secure encryption process AES-256, the file is
only as secure as your password. Please take this into account when
choosing your password! Use at least 20 letter/numbers/special
characters.

You have the option to create a recovery key. If you forget your
password, the recovery key is the only option to access your encrypted
data. It is very important that you store the key at a secure location
which is inaccessible to third parties.

There is a portable version for Windows and Linux. (A version that does
not need installing.)

You can chose to crypt files in the cloud and you can move the folder |
the future if needed.

What are the disadvantages of Cryptomator?

If you open an encrypted folder, without unlocking it first, you will see the
files contained in the folder. However, Cryptomator converts the files into
the C9R format so that the original files cannot be traced back. The file
format, date of creation and file names are not shown. You only see the
number of files.

If you use a shared encrypted folder (e.g. in OneDrive/Box), it is not
possible to simultaneously work on the files in this folder.



low can | use Cryptomator?

Download & installation

Step 1: Download Cryptomator

Click on the following link to download and install Cryptomator for your

operating system: https://cryptomator.org/downloads/

Important information: Please note that you need administrator’s rights to
install Cryptomator on your device. If you do not have admin rights, please

contact your administrator or the IT Support in room 364.
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Die portable App ist eine Communityleistung und wird
nicht offiziell von Skymatic bereitgestellt und gewartet.
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If you click on the link, you will also find versions for other operating
systems, such as MacOS or Linux. The Linux version is an appimage and
should work as an portable app. There is also a portable version

available from the download site at https://cryptomator.org/downloads/
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Step 2: Install Cryptomator (Windows/Linux/MacQOS)

By opening the .exe file that you have downloaded, you start the installation
of Cryptomator. After you have installed Cryptomator, you can directly start
the program. In Linux make the appimage executable and run it. In MacOS

install the dmg file, and run Cryptomator. For Android and iOS download

from Google Play and App Store (These versions are not free)

Create a new vault

Step 1: Add vault

Start Cryptomator.
Select “Add vault”.

CRYPTOMATOR

Click here to add a vault

=+ Add Vaule h‘

Thanks for choosing Cryptomateor to protect your files, If you need
any assistance, check out our getting started guides:
docs.cryptomator. org
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Step 2: Create a new vault

Select “Create New Vault”.

Ao Add Vault

& Create New Vault %

& Open Existing Vault




Step 3: Choose a name for the vault

Enter a name for your vault and confirm by clicking “Next”.

i Add Vault

Choose a name far the vault

Test "."aultl




Step 4: Choose a storage location

Via “Choose...”, you can select the desired storage location for your vault.

Confirm your selection by clicking “Next”.

i+ Add Vault

Where should Cryptomateor store the encrypted files of your vault?

Onelrive
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Storage location

ChUsers\HB B 5" DocumentsiTest Test Vault
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Step 5: Choose a password
Then you have to choose a password for your vault. Choose a secure

password with at least 20 characters.

You also have the possibility to create a recovery key. If you have forgotten

your password, the recovery key is the only option to unlock your vault.

o Add Vault

Enter a new password
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" Very stran

Confirm the new password
3 E BB EREREREED

" FPasswords match!

You won't be able to access your data without your password. Do you
want a recovery key for the case you lose your password?

(®) Yes please, better safe than sorry

Mo thanks, | will not lose my password




Step 6: Recovery key

Print your recovery key or copy it to a password management program or
on a USB stick. Third parties must not be able to access the key. The key

must also not be stored together with the encrypted vault.

Ao Add Vault

The following recovery key can be used to restore access to "Test Vault™

earn bent hero bathroom manage military typical expect myself
fare violence patient arrive reserve exclude rurnour inflaticn bond
string anything who homeless finger obstacle shower hazard dirty
exert oil fasten displace sale ambitious fasten captain listaner
emergency heighten permit head legal noint command orecise

& Print I Copy

Keep it somewhere very secure, e.g.:
* Store it using a password manager
* Save it on a USE flash drive

* Print it on paper

| Mext *




Step 7: Unlocking a vault

After you have created a new vault, you can unlock the vault by entering

your password.

i Add Vault

Added vault "Test Vault”.
You need to unlock this vault to access or add contents. Alternatively

you can unlock it at any later point in time.

Daone Unlock Mow *

r Test Vault

Enter password for "Test Vault™

' [ NS NNERNEREREN 9]

Remember Password




Step 8: Manage files

After you have unlocked the vault, you can see the contents of the vault.

ir Test Vault

Unlocked "Test Vault" successfully! Your vault is now
accessible via its virtual drive.

Remember cheoice, don't show this again
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Now you can add, edit or delete files.

The “WELCOME.rtf” file contains some information on the vault. After you

have read the file, you can delete it.

Step 9: Lock vault

Lock the vault if you have finished editing the files.

CRYPTOMATOR o o x

“ Test Vault

—\Test Wault TESt va u It m

~\Test Vault

Your vault's contents are accessible here:

Reveal Drive
Cx

P Lock l}

Wault Statistics
Read: idle

Wirite: idle

=+ Add Vault




Open existing vault

Step 1: Open existing vault

In order to add an existing vault, click “Open Existing Vault”.

o Add Vault

# Create New Vault

& Open Existing Vault I
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Step 2: Select the file “masterkey.cryptomator”

Open the desired vault and select the file “masterkey.cryptomator”.
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Choose the "masterkey.cryptomator” file of your existing vault.

Back

Choose...




4 Select Masterkey File

Organise « Mew folder

& MName

s+ Quick access
d

@ OneDrive - uni-m i masterkey.cryptomator

I This PC
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- v » This PC » Documents » Test » Test Vault »

Date modified

13/09/2021 12:59
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File name: | masterkey.cryptomator
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Cryptomator Mast...

Cryptomator Masterkey (".cryp ~

Step 3: Unlocking an existing vault

If you enter your password, you can unlock the vault and see the content.

Then you can open, edit or delete the files in the folder or add new files to

the folder.



in Add Vault

Added vault "Test Vault".
You need to unlock this vault to access or add contents. Alternatively
you can unlock it at any later point in time.

Dane | Unlock Now k

Reset your password

Step 1: Vault options

If you have forgotten your password, you need the recovery key to reset

your password.

Select “Vault options” in the relevant folder.
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CRYPTOMATOR

& Test Vault

—\Document=siTest\Test Vault

=+ Add Vaulo

Test Vault

~\DocumentsiTest\Test Vault

P Unlock...

£ Vault Options I}

Step 2: Recoveryour password

In the “Password” tab, you have the option to recover your password.




ior Tect Vault

M FPazsword

P Change Password

A recovery key is your only means to restore access to a vault if you

lose your password,
@ Display Recovery Key

£ Recover Password I})




